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openpgp.config.preferredHashAlgorithm = openpgp.enums.hash.sha256;
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const trustedFingerprint = "DEADBEEF...";
if (publicKey.fingerprint !== trustedFingerprint) throw "Untrusted Key";
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async function verifySignature({ message, signature, publicKeyArmored }) {
const publicKey = await openpgp.readKey({ armoredKey: publicKeyArmored });
const verified = await openpgp.verify({
message: await openpgp.createlMessage({ text: message }),
signature: await openpgp.readSignature({ armoredSignature: signature }),

verificationKeys: publicKey

DR



8

10

6 RKEHSBHARE 3

const { valid } = verified.signatures[0];
if (lvalid) throw new Error("Signature verification failed");

return { valid, keyID: verified.signatures[0].keyID.toHex() };

}
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