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CREATE TABLE users (
id BIGINT PRIMARY KEY,
username VARCHAR(50) UNIQUE NOT NULL,
tenant_id BIGINT NOT NULL

CREATE TABLE roles (
id BIGINT PRIMARY KEY,
name VARCHAR(50) UNIQUE NOT NULL,
tenant_id BIGINT NOT NULL
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3 4. #Z0KRIL: RBAC + ABAC BRE1RENSIT 3

CREATE TABLE permissions (
id BIGINT PRIMARY KEY,
resource VARCHAR(255) NOT NULL, -- 30 /api/user/#*
action VARCHAR(20) NOT NULL, -- read, write &
effect ENUM('allow', 'deny') DEFAULT 'allow’

DE

CREATE TABLE user_roles (
user_id BIGINT,
role_id BIGINT,
PRIMARY KEY (user_id, role_id),
FOREIGN KEY (user_id) REFERENCES users(id),
FOREIGN KEY (role_id) REFERENCES roles(id)
J):

CREATE TABLE role_permissions (

role_id BIGINT,

permission_id BIGINT,

PRIMARY KEY (role_id, permission_id),

FOREIGN KEY (role_id) REFERENCES roles(id),

FOREIGN KEY (permission_id) REFERENCES permissions(id)
DE

CREATE TABLE resource_tree (
id BIGINT PRIMARY KEY,
parent_id BIGINT,
path VARCHAR(255) NOT NULL, -- X#ESBEUW /api/user/123
FOREIGN KEY (parent_id) REFERENCES resource_tree(id)
)
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