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from py_ecc.bn128 import G1, multiply, add, curve_order
from hashlib import sha256

import os

def generate_commitment(secret: int, r: int) -> tuple:
+ BEEMSEIHERES
C = add(multiply(G1l, secret), multiply(Gl, r))

return C

def generate_challenge(C: tuple, stmt: bytes) -> int:
# Fiat-Shamir BAIIBEES QA EARE NPKEE
data = str(C).encode() + stmt
return int.from_bytes(sha256(data).digest(), 'big') % curve_order

def generate_proof(secret: int, r: int, stmt: bytes):
C = generate_commitment(secret, r)

¢ = generate_challenge(C, stmt)

H#

MRN{E z = r + c-secret
z = (r + ¢ *# secret) % curve_order

return C, c, z

def verify(C: tuple, c: int, z: int, stmt: bytes) -> bool:
# BEWAESR. 26 - ¢ C WETFRBEE
left = multiply(Gl, 2)
right = add(multiply(C, curve_order - c¢), multiply(GLl, 0))
reconstructed = add(left, right)
c2 = generate_challenge(reconstructed, stmt)

return ¢ == c2
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