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EERERZHRN. BREERABRENSK, SRATEERNREAITERERNEIERRR. WAXRPHHLE
FHEERRELFHIIT. EFE—BMLUREFEFSES CPU NERIFMEBIMEIUE NN Bug. A EELRRNEFREE
EX—OilE, MBRHERIIHARERERA, BHRERIMKEER LENTEIAM,

1 ZEEMS5REFEREER

ZRZAEBERADEEESZINMAEAHENEERR, BEIREIMNEREESLLNSRBERE. EF
— B MESI RETT4ER A MOESI. MESIF #iE T &M EFTHEMIRE: Modified. Exclusive.
Shared. Invalid, RE T A HAE BB EMIZONEIE, EREFEAATR, INF—H1% (Sequential
Consistency) BRFMELZEEINNERENFSEFINFRE—X, MEMEMHSRAEFNER, W
x86 B TSO (Total Store Order) = ARM B955—E MRS,

= AREHRFRFRED R NRFIIEHE. Store Buffer LUK Cache KPAT. LINEWEBIE (Double-Checked
Locking) Afl, BEREEVGHITSESEEVIRCHRZERVELENAERRE, 5—MROAIBEEEEIR
TEMUEEM, MMENEIRADERRNTER, SBREXITH. B, Peterson BIEE ARM LEFRIGAER
RBE, thaJgElE Store Buffer BITETEMR N,

2 BHEENRNERE

x86 MR =% EXNREEI S MFENCE. SFENCE 5 LFENCE, MFENCE MR ErIGFE RFIREE
2B RIRFH R ERE, SFENCE XPRH Store ##1E, M LFENCE 1XFR#| Load ##{E. Ltsh, LOCK &
ZaRAMEDENEHNEZFITUE, MTRELFIEN. TSOKRET, &i&E Store 5T A S BERAIEMS
Store-Store lifF, HALERFARBEVEMEIEN Load-Load 5k Load-Store RERIF],

ARMvS NI % AEMKIER DMB. DSB 5 ISB, DMB (Data Memory Barrier) RIESHAIREIE. 5
£ EFi21E; DSB (Data Synchronization Barrier) EMFEREFRIETREA R IFELLIESHIT, ISB
(Instruction Synchronization Barrier) MRk, Load-Acquire (LDAR) 5 Store-Release
(STLR) EELE—RIFFEHPRNTERBBERSINFRIE, Ht2EREE<SE ARM &5 LAEB BRI
FHo
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3 ESSEIFSEERNEMR

C1/C++11 5INT "FRFIRF: relaxed. consume. acquire. release. acq_rel 5 seq_cst, relaxed
RIERF M, FREERITFELR; consume 5 acquire MIEFIRERES ; release WM FiFED; acq_rel
A E#& acquire 5 release iBX; seq_cst MIRHLF M. KL std: :atomic_thread_fence AJ7E
RipRAFRFEENER FTENLZRRERE, M std: :atomic_signal_fence XA —EIZEANE S AIE
EFREM.

Rust BY Ordering %5 C++ R#F—3; Go MY sync/atomic BEIAE A seq_cstiEX; Java iy
VarHandle M T 5 C++ RN FMIRFF, F ¥ £ C/C++ A volatile XPELERIFR[/ N ZTEM
BH, HARHZZENRFRIE, MWARBRER std: :atomic B

4 BERSZREZPRERNKI

Linux MiZi@d smp_mb. smp_wmb. smp_rmb ZZTEAREZRM EIHFENEHWEHRERE, RCU (Read-Copy-
Update) #EIFIAREMNREREER, iLXELTEFSGTS ETMENATHERNIT, MMAERFEIRREZEFH.
spinlock. mutex 5 rwlock RYSCEIIEMBIS MEBIERE LR acquire 5 release RF&E, HRIGFRXAR
RFREX EAiZ R Io

EFE B EHEW boost: :atomic 5 folly: :AtomicStruct HREAARFRIERLNRIE, WIMEHFE M
NEIRFEO, RXETABEHAREBNES.

5 HEHLRINPHREER

L Michael-Scott TH#iBATIAGI, NBARIEEEFEIEHAIREM release BX, WHRMTANFAEFEEX
Ht&2a 0, HARMEEIREELIEH EHMEE acquire iIBX, RIEESHANTEARABTERHMN, Hazard
Pointer AEIRIFEA#H acquire 1B XCRF LLIEHHR BRI M E LIRS Fo
WEKRTEHENERILMNEEEFE ARNESERKEZEHEAN acquire FE, HEMETHRGER release
BEXRHIREH. RCU MR REEREAFRE TR RIANT R FAREER TR 25 Bha iz, &N
£ grace period &RIEANEERELURKRMEIHSIBEEX,

6 MEESITSNE

FERETREFHESEE, £ x86 £, MFENCE @EXRFEHMEH, MM ARM Y DMB 7255 —BU4E&RET
FIRERRR BRAVAIKEFE, £ perf AIFKIHEFRIRIS pipeline stall E4; likwid BElREEARNIE
B PMU (Performance Monitoring Unit) it%{; eBPF 2N RIE4 =IF R LA B R XIBIR F-
HEEVAET, $RENRFRFELENRILTRERSME 30% = 50%, AFNRTEEFTEEREMH
= (False Sharing), hHEZESHAREFHE, RASREIREHRTRSHEMZONEFITRY, #HMMA
MIPIRL Ao
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7 PFEHSRIETA

B EHREEIRR acquire/release Fixt. 24§ seq_cst BT MEEBURERR, LUK consume BX TiHiR
REIEIESITHIR. ThreadSanitizer AITEIETTETANEIER S ; Valgrind/Helgrind IRIEEEHIFEE
Relacy 5 GenMC NIi@id B RERNERIZFHLAIEE Bug. BllidRBNESEEHLZNRSHRA L
WiE, UBEFRNESEINEHFTR,

8 SKFREfISRERKE

Linux W% gspinlock MEHWFRDFAT acquire/release iBX, EE4BIEBIBIFF R EEHEE T BIKF
MySQL InnoDB B buf_pool THiFEREIREA SIEHNT =BT IEHFER release iIBX, BWRTRILFSHVER
W, Xl @B KV Zi#E" RCU HIRERRER, HILRMERLY 40%.

H/EHEANIEN, NAFEREFMIEFIRELRE,; A acquire/release MBI RER L seq_cst; FRiF
IR ST HIRBUEMT, % consume IBXHERME RN, FREBLERI MMRNARMBAEL, EHIETT
sanitizer S1REGN T E #1703,

NERBREHTHRER “UDEZE, MERIEMME, XERIEEFER, & CHERL ARMvI 5 CXL #
I ARSINAEFRE, B Happens-Before XR{MERHEE X EEHRHLXRBHESR,



