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1 SREWERMERE

BEBREXRBOEFMEERE, 8% Dockerfile i5#MIER—MHHNRRE, BITHBEISHERNFIESR
LEEMAIERE, ELINFERRAEEREFSFER. NRIEEETENRABEFISSHRERNE, BAMPERAT
—THRBEBEFEEMNITELAIEIES. BuildKit L4t Docker build 3IZE5|NT HITHHE fET M 4HHL
EEFHEH, EBERERMXANR TRNHRITZMNERKEB RUN 52, RGTHiEEETaEE.
BEE. TFERF, manifest FIRNAIFE—REITERIZSF amd64. armb64 FZMEH,

2  Dockerfile BEELL
2.1 HEHSRGIEFERE

ERAENEMIRGEEERTEM SRR ZEEIFE, Alpine £F musl libc # BusyBox, $RE&AR
WHEE OVB £4, EEDERMERES glibc £ESEFERBMRI. Distroless RENBENAEFMEE
1TEHRRL, TS EEERM shell, #—P4a/)\WEH. Scratch IFENTARER, EEFHEFHSHIFN T
X, (FIREHEHE IMB LR, BEARGESHK K%, KREEMNER, BEPRENTERATI
K5 ERER £ .
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BENELINFNYSEFREEENAGRBLERENE, ABEHREREEH. aHZ1 RUN I5LAILURLE
e, BhaREEFNE; FOESNFENGHENESEFGFPRZENXR, €A .dockerignore X
FHHERR .ait BR. MEAXAMASUES~Y), B#RXEXHFRLEENE L TXMSBREFRERY.
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23 ZIERMELE

ZMEBRMENZOBEREHFIFESETMES B, TR —MREATETIASRINAER, FIMERNE
FREEYIRIMEIETNES. U Go BRI, F—MEMA golang:1.21 & M1T go build, EZME
M scratch BEHEERREZZEHING, MRMNEHFTAE,

FROM golang:1.21-alpine AS builder

WORKDIR /app

COPY go.mod go.sum ./

RUN go mod download

COPY . .

RUN CGO_ENABLED=0 GOOS=linux go build -1ldflags="-s -w" -o main .

FROM scratch
COPY --from=builder /app/main /main
ENTRYPOINT ["/main"])

XE% Dockerfile B7tAAR A builder FIMEMEL, EH Alpine TER Go BEFHEZENEA. WORKDIR
RETFERRE, REFIKREHRXXHEHHIT go mod download, X—E7E go.mod ABRFRERIIER T LL
WeE1F. COPY.. EfI£ERE{EE, CGO_ENABLED=0 2/ CGO UHREASHEE, -Idflags=-s -w RIBRF
SRBNEBETR, REMEM scratch &R, @E COPY —from=builder ¥4miFHFHI 3 HI X4
S5#3%, ENTRYPOINT =BER 2B,

24 BEESKHIEE

BE IR A 90 package-lock.json. go.sum AILGER L CEEESHETLAN. BRTENEEE
PR ENE, BRBEALFRIAETARATRR. FEGEEREFNIREI XA LER— RUN f5<9H5%
B, BREESRNGREE.

3 MEIAESHImLK

3.1 BuildKit 4R B

BuildKit WEHEFHEAFEMRIRPEHBANEFER, FIIE Go BIEIRETFH Node BIKHEFE
EHITRE, BREXNERBEN THKH. WAERNAUEHENTSMENMECERIE, WRRME
MIAFRRBEREEF.

RUN --mount=type=cache,target=/go/pkg/mod \
--mount=type=cache, target=/root/.cache/go-build \

go build -o main .

XEAELEIMD -mount 2D HIEH Go BREFNWREFBER. target IEEFTHAEH R, WS
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BTN RINDEEAIXEERHINE. ZREEZIaEER
3.2 Buildx ZZefatgzE
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3
LR, BEEHEE FTHKBAE,
=, local EEES BN RIFIE,

Buildx i#d QEMU BFSHRESREMET RFSRMBGHNE, FFESHERNEE reqgistry £F (FiE

EREEE). local B1F (FHEARMNERS) Minline £1F BNBRELE). reqgistry EFESHE
4 B
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SEMNEEHIER

Go BEFBEE R X JRIFMN FSHEHER USEMEEMEE, 18E GOOS 1 GOARCH HIZ L E eI W R ET a4k

¥, -ldflags SBAFHEHEENRIBANESNFSR. #A upx SEETATH—F RN #HIER, @
4.2 Java MR

Spring Boot 2.3 53|\ E JAR FHERE&HZE. Spring Boot M. REBAKMMMN AR TEE
FROM eclipse-temurin:17-jdk-alpine AS builder
COPY

TEB. PEEAFEFENNAEFABNAZSENNERLE, KELAHEFRETE, CDS (HHEHE)
AITE JVM BoheiEE BEMEBRNHZARE, B %N SEfI S shetisl.
WORKDIR /app

RUN ./mvnw clean package -DskipTests

FROM eclipse-temurin:17-jre-alpine
WORKDIR /app

COPY --from=builder /app/target/*.jar app.jar

ENTRYPOINT ["java"™, "-XX:+UseContainerSupport
< "app.jar"]

"-XX:MaxRAMPercentage=75.0",

4.3 Node.js A

"-jar",
XEZMEBMEELFER JDK H54%1F Maven B, -DskipTests Bkid it LUINERA R, 1T EL
£ JRE §1&, B/NETR{ET, -XX:+UseContainerSupport it JVM BEhiR3I SR AN FEEE, -
XX:MaxRAMPercentage=75.0 {#RE LRISE N B BRAEFEN 75%.
Node.js T1H M Y X954 =K ST 4K, BT npm ci —only=production 2 pnpm install -prod X%

E4E K. PNPM B9 store BRAILUE BuildKit £HEEFSMENERER, FHZMBRNETUEMER
E&SERE TypeScript wiFMFRMA, EITMERARBHRIFFM JavaScript X
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4.4  Python ALK

Python AR FEEZLZEMIFEN wheel fiF. A python:3.M-slim {EAEMFER, EHEMERRE
IR, BITMENE G EINFRARIE, B2 apt &FM pip EFAIUER— RUN 5L 5T, #R~%
ZRE.

FROM python:3.11-slim AS builder

WORKDIR /app

RUN apt-get update && apt-get install -y --no-install-recommends gcc \
&& rm -rf /var/lib/apt/lists/#*

COPY requirements.txt .

RUN python -m venv /opt/venv

ENV PATH="/opt/venv/bin:$python -m venv /opt/venv

ENV PATH=""/opt/venv/bin:$PATH""’

RUN pip install --no-cache-dir -r requirements.txt

FROM python:3.11-slim

WORKDIR /app

COPY --from=builder /opt/venv /opt/venv
ENV PATH=""/opt/venv/bin:$PATH""'

COPY . .

CMD [ ‘python'', “app.py'']$PATH"

COPY . .

CMD ["python", "app.py"]

XE& Dockerfile TEMIEM R gec RiFHKH, CIBREIMIFEREREATE, -no-cache-dir S¥EEIL pip
E1F, BOBGRERN, BITMEMNER EIMNIFEFMNANRIE, PATH FET I EIMIFIEFH Python ##
&g

4.5 Rust WAL

Rust BRI LUERA cargo-chef TEAXIMKFIEZFM K. cargo-chef #§ Cargo.toml #1 Cargo.lock $#2EXA
WX, SHREREHE, BEFIRABEENAR. SRHAEN, KBERIUTE2ER,

5 CI/CD FkKBER
5.1 MERELKSET R

BT Git TERENFHMEATTLBETANHTESHEEWE, FIINNXE Dockerfile IFIBEREEN A
HITIEGME, Registry £&77i@id cache-from #l cache-to B¥STMEE R KLEEFHE, GitHub Actions
BAILAfER actions/cache £57% Docker B, GitLab Cl M cache XBFIEEEEFRRZ
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- name: Build and push
uses: docker/build-push-actionavb
with:
context: .
push: true
tags: ghecr.io/user/app:latest
cache-from: type=gha

cache-to: type=gha,mode=max

XE% GitHub Actions B E{# M docker/build-push-action HLITHEM#E*X, cache-from M GitHub
Actions ZFHIEENZ FIHEMIE, cache-to BHFWRLERE NERE, mode=max RRNEFZFIBREMAX

BRAR.

5.2 RRMNRESFYERE

Trivy 5% Grype Al ATEMRERERERGRE, €8 CVE mEEAREMNARENEGHNEFIFE,
Cosign TEARILUHRGHITHFTER, MRFEMEECEPHNEGRWEER, SBOM (RHEMRIER) ERATIU
ERBGHREAMREY, EFEERMER.

RECENIIREIN SRR EFEHFEERASERRER, BERERE 10 MrER 30 XANHEE, BIRE
MG EohER. MEMSERINER commit-sha RIRATEM, 446 semver IR ZIFRAERE, EIEER
latest TR =R R INE o
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eStargz M Nydus FHRERAZIFIERME, FRERNGIEMNENXE, MEREEEXIGRNEET
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RE,
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BuildKit &FZIEER.
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