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7.1 eBPF/XDP AH3HEL2

FDRRIRERER xdp_wg B FCHEITEIEESLER, $REX Cookie FER. RBAMARMT:

SEC("xdp™)
int xdp_wg(struct xdp_md *ctx) {
void *data_end = (void *)(long)ctx->data_end;
void *data = (void *)(long)ctx->data;
struct ethhdr *eth = data;
if ((void *)(eth + 1) > data_end)
return XDP_DROP;
/* FEMT IPvA/IPv6 SKEBFHEL UDP Hifa =/
/* $EBY 8 FTI Cookie */
__u8 cookie[8];
if (bpf_skb_load_bytes(ctx, ETH_HLEN + sizeof(struct iphdr) + 8,
cookie, 8) < 0)
return XDP_DROP;
[* AAHIREREZHAHBRE =/
/% ZFED] DA EXAFE */
return XDP_PASS;
1
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7.2 DPDK 3

7£ DPDK kg7, FJA rte_security 1EZREM AES-NI 5 ChaCha20 % buffer =, &1 worker %42
THIT R E— RSS PAY, MBEENIIEEBEFENIEO rte_pktmbuf_clone EANAE, BREZARE
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13.1 2% eBPF C RIBHER

UTRIBSEIM T 20 Cookie MR SRR, 1THIZHITE 100 17K,

#include <linux/bpf.h>
#include <bpf/bpf_helpers.h>
#include <bpf/bpf_endian.h>

#define COOKIE_LEN 8
#define KEY_LEN 32

struct cookie {
_u8 data[COOKIE_LEN];

bs

SEC("xdp™)
int xdp_wg(struct xdp_md *ctx) {
void *data_end = (void *)(long)ctx->data_end;
void *data = (void *)(long)ctx->data;
struct ethhdr *eth = data;
if ((void *)(eth + 1) > data_end)
return XDP_DROP;

__ul6 h_proto = eth-=h_proto;

if (h_proto != bpf_htons(ETH_P_IP) &&
h_proto != bpf_htons(ETH_P_IPV6))
return XDP_PASS;

struct iphdr *iph = (struct iphdr *)(eth + 1);
if (Cvoid #*)(iph + 1) > data_end)
return XDP_DROP;

__u8 protocol = iph->protocol;
if (protocol != IPPROTO_UDP)
return XDP_PASS;
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struct udphdr *udph = (struct udphdr *)((void *)iph + (iph->ihl * 4));
if ((void #*)(udph + 1) > data_end)
return XDP_DROP;

if (udph->dest != bpf_htons(51820))
return XDP_PASS;

struct cookie c;

if (bpf_skb_load_bytes(ctx,
sizeof(struct ethhdr) + (iph-=ihl % 4) + sizeof(struct udphdr),
&c, COOKIE_LEN) < 0)
return XDP_DROP;

[* IRERAHEE, AHEE */
__u8 key[KEY_LEN]:
derive_key(c.data, key);
decrypt_packet(ctx, key);

return XDP_PASS;

char _license[] SEC("license™) = "GPL";
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EE5HES | B; REABABENXM derive_key 5 decrypt_packet REFEHMNAD, ENRIETE eBPF I8iE
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BT hexdump BT — 1A Cookie I Z#HHINE:

0000BBOO 7a 3f 9c 2d 01 0O 0O OO OO OO OO OO OO OO OGO 00
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4| OOOOOO30 GO OO OO OO GO OO0 GO OO OO0 OO0 OO OO0 OO0 0O 60 60
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